Digital Medvetenhet
- Introduktion
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Om mig
e 10-15 ar av nyfikenhet
 Medlem i DFRI sen 2013

e 5aravengagemang och arbete med digitala fragor

e Styrelseledamot 2019-
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Innan vi borjar...

Vilka fragor har ni om webblasare och
webblasartillagg?
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Generell tumregel for mig

* Fri och oppen kallkod bakom mjukvaran
* Leverantorsoberoende

e Levande och kontinuerlig utveckling
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Leverantorslasta

* Personlig anpassning genom overvakning
* Pris

- Pengar

- Tid

- Personlig data

e Planerat aldrande
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Leverantorsoberoende

e Integritetsvanligare

e Kostnader
- Tid
- (Lardomar)

* Forlangd livscykel
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Webblasare

Vad ar det?
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Att surfa pa webben

Varfor?
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Internets struktur

* Byggt for sparning
* Metadata - data om data

o Allt mer Internettrafik gar genom webben
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Motsattningar

 Internets anvandning idag

— FN - Deklarationen for Manskliga Rattigheter
— EU - Stadgar for Manskliga Rattigheter
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Ekonomi

* Reklam och personlig data
e Donationer

e Betalningar
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BB Top Sites v
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youtube facebook wikipedia i @amazon

<> Highlights ~

<

Stark browsing, and we'll show some of the great articles,
videos, and other pages you've recently visited or
bookmarked here.




{5 searchtheweb




arch or enter address




Add-ons Manager - Mozilla Firefox

7 Add-ons Manager

c @ ¢) Firefox | about:addons

Search addons.mozilla.org




Privata Fonster

* Ingen data sparas lokalt
 Ingetiformular sparas

* Ev. inbyggda blockerare aktiveras
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@ Privat surfning x e =

¢ @

) Firefox

©9 Dudriett privat fonster

Firefox rensar din sék-och surfhistorik nar du avslutar appen eller stianger alla privata flikar och
fénster. Aven om det hir inte gér dig anonym fér webbplatser eller din internetleverantér, gér det
det ldttare att behalla det du gor online privatfran nagon annan som anvander den har datorn.

Vanliga myter om privatsurfning




Bokmarken (Favoriter)

e Som i bocker

o |stallet for att komma ihag allt sjalv
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Ordna

» () Historik
¥ Filhamtningar
> © Etiketter
v ¥ alla bokmarken
[ Bokmérkesfaltet
> [E Bokmairkesmenyn
£ Andra bokmarken

Namn

Etiketter

Inga poster

Adress




Historik

Cache

Platsspecifika installningar

Formular- och sokhistorik

Besokta sidor och filhamtningshistorik

Nedkopplad webbplatsdata

Aktiva inloggningar

Vingakers
kommun



@ Standard

Balanced for protection and performance. Pages will load normally.
w: Social media trackers
# Cross-site tracking cookies
2 Tracking content in Private Windows

X Cryptominers

% Fingerprinters

Strict

Stronger protection, but may cause some sites or content to break.

Custom

Choose which trackers and scripts to block.




Encrypted Media Extensions

o Arvet fran Flash
e Digital Rights Management

* Inbyggti manga webblasare
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Letar du efter dina sparade inloggningar? KonfigureraSync.

Om du sparat dina inloggningar i Firefox pa en annan enhet, sa har far du dem hit:

« Skapa eller logga in pa ditt Firefox-konto pa enheten dar dina inloggningar sparades
« Setill att du har markerat kryssrutan Fér inloggningar i Syncinstallningar

e Besok Lockwise support For mer hjalp




Autofyll formular

e Bekvamt
 Riskabelt vid delade datorer

e Privata fonster
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DigidelCenter nu pa pl:

cC o @ \ttps://www.vingaker.se/aktuell-inf¢
Go g[e E view this page in: English[F] = Tr | Tum off for: Swedish Options ¥ | [7]
% Jobba hos oss B Vingakershem # Turism % Kommunal anslagstavia & Du som &r fortroendevald k8 Mina sidor & blanketter i Translate

Vingakers Sok... B Meny
kommun

Start k8 Aktuell information [ DigidelCenter nu pa plats!

DigidelCenter nu pa plats!

Publicerad: 201%-09-18

% Kultur & Fritid

P3 ett DigidelCenter far du ti!lgé\-ﬁng till digital teknik som
surfplattor, program, digitala bas fér skypeméten med mera.

Onsdagen den 18 september 2019 invigdes DigidelCenter pa Vingakers bibliotek!

ol

Vi anvinder cookies for att ge dig basta majliga upplevelse. Om du fortsatter innebér det att du accepterar att cookies anvidnds. Las mer H



DigidelCenter nupaplat X +

< C o 0 ® w.vingaker.se/aktuell-informa

vingaker.se

DigidelCenter nu pa plats! - Vingakers
kommun

1-2 minutes

Publicerad: 2019-09-18

e Kultur & Fritid

P4 ett DigidelCenter far du ﬁllgé?‘lg till digital teknik som
surfplattor, program, digitala bas fér skypeméten med mera.




K,

Ta dina instéllningar med

Logga in pa Sync




»* Anpassa Firefox

Drag your Favorite items into the toolbar or overflow menu.

C] B4 Q ] & —H XhE & (= m

Historik Sparasida & Oppna Fil Tilldgg Zoomverktyget Redigera Textkodning E-posta lank Synkade flikar
kontroller

o _. - - & o ; e a E—

Installningar Nytt privat Utvecklare skriv ut Nytt Fénster Helskarm Bokmarkesmeny 6 Flexibelt
fonster mellanrum




Spara offline

e CTRL+S
eller

e Alternativmenyn - ”Spara sida som...”
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Kakor

o |
Vingiers DFRI

https://www.dfri.se



DNS

 Domain Name System
 Datorers adressbocker

 Valj leverantor

Vingakers
kommun



Webblasartillagg

* Anpassa din upplevelse

 Utoka sakerhet
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& Add-ons Manager X

¢ @ ©) Firefox | about:addons w n @ ®

Search addons.mozilla.org

<

& Recommendations  Anpassa din Firefox &t
g Tillagg
Extensions and themes are like apps For your browser, and they let you protect passwords,
download videos, find deals, block annoying ads, change how your browser looks, and much
,/ Teman more. These small software programs are often developed by a third party. Here's a selection
Firefox recommends For exceptional security, performance, and Functionality.

il 'nsticksmoduler
Ssome of these recommendations are personalized. They are based on
@ other extensions you've installed, profile preferences, and usage Learn more

Pe Ordlistor statiskics.

Pe Sprak

Dark-ish Rainbow
by Ultromeo

+ Install Theme

Facebook Container

by Mozilla + Add to Firefox

Sluta sparning pa Facebook. Isolera din Facebook-identitet i en separat "behallare” for att
forhindra att Facebook sparar dig pa natet.

L 2 844! Users: 725,938

Dark Reader

by Alexander Shutau + Add to Firefox

3

Aktivera nattlage fér en battre tittarupplevelse.

1 8 2 4 4] Users: 191,384

I+ Firefox Preferences y( ngge Search Options + Add to Firefox
Y Aamayon

® Add-ons Support UtFér omvénd bildsékning fran en rad olika sékmotorer.

1 4 8 4 8 Users: 47,234



Reklam- och spionblockerare

* Ublock Origin

e AdNauseum
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Containers

* Google
* Facebook
e Twitter

* Instagram
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Cookie AutoDelete @
Control your cookies! Auto-delete unused cookies from your closed tabs while keeping

the ones you want.




au-revoir-utm @

Removes crappy utm_ tracking stuff




Dark Reader €7 @

Dark mode for every website. Take care of your eyes, use dark theme for night and daily
browsing.




Disable WebRTC @

Disables WebRTC consistently.




Decentraleyes @

Protects you against tracking through "free", centralized, content delivery.




HTTPS Everywhere @

Encrypt the Web! Automatically use HTTPS security on many sites.




@ Privacy Badger @

Privacy Badger automatically learns to block invisible trackers.




e Firefox

Webblasare Dator

e Tor Browser

e Beaker Browser ¢ Waterfox

o Safari

 Opera
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» Microsoft Edge
* Brave

e Pale Moon

Google Chrome

Chromium

Ungoogled Chromium

Internet Explorer
Vivaldi
GNU IceCat

‘DFRI

https://www.dfri.se



Webblasare Mobil

e Firefox e Tor Browser e Chrome
e Vivaldi for Android e Bromite
e Safari e Brave e Firefox Focus
* Opera * (Firefox Klar)
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Proxy

e Gomdin IP-adress i webblasaren

e Gar ofta att lasa av trafiken
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Tor Browser

» Surfavia anonymiseringsnatverk i en speciell
webblasare

e Relaer
e Exit-noder

 DFRI driver exit-noder
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Fragor?

Vilka fragor har ni nu?
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Tack!

Vingiers DFRI

https://www.dfri.se
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