Surfa med Tor

Patrik Wallstrom
pawal@blipp.com

3090 0C4F 6941 FB6A ADFE OA78 DBFF E2D7 B762 49F2


mailto:pawal@blipp.com?subject=

HOrt talas om Tor?




Vad ar problemet”
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Vanligt VPN




7%

"
‘6?\ \

| Osningen

E3(E2(E1(P)))

R

E2(E1k




Home About Tor Docum

Anonymity Online # Tor prevents people from

» l 1 l .
Protect your privacy. Defend yourself U SO

. c _ browsing habits.
against network surveillance and traffic » Tor is for web browsers
analysis. '

instant messaging clients,
and more.

Download Tor » Tor is free and open

source for Windows, Mac,
Linux/Unix, and Android

What is Tor? Why Anonymity Matters
Tor is free software and an open network that Tor protects you by bouncing your
helps you defend against traffic analysis, a communications around a distributed network



Hur?

® © ® 4§ Download Tor X

¢ C @ https://www.torproject.org/download/download-easy.html.en

T i Home About Tor Documer

HOME » DOWNLOAD

Want Tor to really work?

You need to change some of your habits, as some things won't work exactly as you are used to. Please read the full list of
warnings for details.

Tor Browser for Mac
Version 6.0.5 - OS X (10.6+)

Read the release announcements!

Everything you need to safely browse the Internet.
Learn more »

LN\ I ot Using Mac? Download
‘ Tor Browser




Verifiera nedladdningen...

Anvand PGP tér att verifiera nedladdningen genom
att ladda ner motsvarande .asc-fil.

Detta ar en signatur gjort med PGP, och nyckeln:

Ox4E2C6E8793298290



Hamta PGP

Windows:
https://gpg4win.org/download.html

Mac:
https://www.gpgtools.org/

Linux:
https://www.gnupg.org/download/index.html



https://gpg4win.org/download.html
https://www.gpgtools.org/
https://www.gnupg.org/download/index.html

Hamta nyckeln

Windows:

C:\> "C:\Program Files\Gnu\GnuPg\gpg.exe" --keyserver pool.sks-keyservers.net
--recv-keys Ox4E2C6E8793298290

Mac/Linux:
$> gpg --keyserver pool.sks-keyservers.net --recv-keys Ox4E2C6E8793298290

Verifiera nyckeln:
$> gpg --fingerprint 0x4E2C6E8793298290

pub 4096R/93298290 2014-12-15
Key fingerprint = EFGE 286D DA85 EA2A 4BA7 DEG8 4E2C 6E87 9329
8290
uid Tor Browser Developers (signing key)
sub 4096R/F65C2036 2014-12-15
sub 4096R/D40814E0 2014-12-15



Verifiera paketet...

https://www.torproject.org/docs/verifying-signatures.html.en

$> gpg --verify ~/Downloads/TorBrowser-6.0.5-0sx64_en-
US.dmg{.asc*,}

gpg: Signature made Fri Sep 16 13:51:52 2016 CEST using RSA key
ID D40814EQ
gpg: Good signature from "Tor Browser Developers (signing key)
<torbrowser@torproject.org>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
gpg: There is no indication that the signature belongs to the
owner.
Primary key fingerprint: EF6E 286D DA85 EA2A 4BA7 DEG8 4E2C
6E87 9329 8290

Subkey fingerprint: BA1E E421 BBB4 5263 180E 1FC7 2E1A
C68E D408 14E0



INnstallation

.. Tor Browser

BROWSER
BUNDLE
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TorBrowser.app Applications




Vigare

N | Tor Network Settings

> Before you connect to the Tor network, you need to provide
information about this computer's Internet connection.

BROWSER

Which of the following best describes your situation?

| would like to make a direct connection to the Tor network.
This will work in most situations.

This computer's Internet connection is censored or proxied.
| need to configure bridge or local proxy settings before | connect to the Tor network.

[ Configure |

For assistance, visit torproject.org/about/contact.html#support

[ Quit |




About Tor -

S! @" Search or enter address Gy Search EE} E |

~

Tor Browser |
6.0.5 |

Welcome to Tor Browser

You are now free to browse the Internet anonymously.

Test Tor Network Settings

Search securely with Disconnect.me.

What Next? You Can Help! |
Tor is NOT all you need to browse There are many ways you can |
anonymously! You may need to help make the Tor Network faster

change some of your browsing and stronger:

habits to ensure your identity

e Run a Tor Relay Node »
e \olunteer Your Services »
e Make a Donation »

stays safe.

Tips On Staying Anonymous »




[ ¢ Congratulations. This brows... »x | <
J \
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Congratulations. This browser is configured to use Tor.

Your IP address appears to be: 46.182.106.190

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet

anonymously. For more information about this exit relay, see: Atlas.

Donate to Support Tor

Tor Q&A Site | Volunteer | Run a Relay | Stay Anonymous




Fragor?

Eller ska vi borja testal”



